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Source: 45 FR 61577, Sept. 16, 1980, unl ess otherw se noted.
Subpart A--General Provisions

Sec. 1008.1 Purpose and scope.

(a) This part establishes the procedures to inplenent the Privacy Act

of 1974 (Pub. L. 93-579, 5 U.S.C. 552a) within the Departnent of Energy.

(b) This part applies to all systens of records, as defined in
Sec. 1008.2(nm), nmintained by DOE

(c) This part applies to all divisions within the DOE, and to the
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personnel records of the Federal Energy Regul atory Conm ssion (FERC),
whi ch are maintained by DOE on behal f of FERC. These regul ati ons do not
apply to other systens of records maintai ned by FERC. These regul ati ons
al so apply to DCE contractors and their enployees to the extent required
by 5 U.S.C. 552a(m.

Sec. 1008.2 Definitions.

(a) "~ Department'' or "~ Department of Energy (DOE)'' means all

organi zational entities which are a part of the executive departnent
created by Title Il of the Department of Energy Organi zation Act, Pub.
L. 95-91, except the Federal Energy Regul atory Commi ssion (FERC).

(b) ""Director, Ofice of Hearings and Appeals'' neans the Director or
hi s del egat e.

(c) " DCE locations'' neans each of the follow ng DOE conponents:

(1) Al aska Power Adm nistration, PO Box 50, Juneau, AK 88801.

(2) Al buguerque Operations Ofice, PO Box 5400, Al buquerque, NM 87115.
Note.--This office has cogni zance over the follow ng area offices:
Amarillo, Dayton, Kansas City, Los Alanpbs, Pinellas, Rocky Flats and
Sandi a.

(3) Bartlesville Energy Technol ogy Center, PO Box 1398, Bartlesville,
OK 740083.

(4) Bonneville Power Adm nistration, PO Box 3621, Portland, OR 97268.
(5) Chicago Operations O fice, 9800 South Cass Avenue, Argonne, |IL
60439.

Note.--This office has cogni zance over the Batvia and Brookhaven area
of fices and the New Brunswi ck | aboratory.

(6) Grand Forks Energy Technol ogy Center, PO Box 8213, University
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Station, Grand Forks, ND 58201.

(7) Grand Junction O fice, PO Box 2567, Grand Junction, CO 81502.

(8) Headquarters, Department of Energy, 1000 |ndependence Avenue, SW,
Washi ngt on, DC 20585.

(9) ldaho Operations Ofice, 550 Second Street, ldaho Falls, |ID 83401.
(10) Laram e Energy Technol ogy Center, PO Box 3395, University
Station, Laram e, Wy 82070.

(11) Morgantown Energy Technol ogy Center, PO Box 880, Morgantown, W
26505.

(12) Nevada Operations O fice, PO Box 14100, Las Vegas, NV 89114.

(13) Cak Ridge Operations Ofice, PO Box E, OGak Ridge, TN 37830.

(14) OCak Ridge Technical Information Center, PO Box 62, Oak Ridge, TN
37830.

(15) Pittsburgh Energy Technol ogy Center, 4800 Forbes Avenue,
Pittsburgh, PA 15213.

(16) Region |, Analex Building, Room 700, 150 Causeway Street, Boston,

MA 02114.

(17) Region Il, 26 Federal Plaza, Room 3206, New York, NY 10007.
(18) Region IIl, 1421 Cherry Street, 10th Floor, Phil adel phia, PA
19102.

(19) Region |V, 1655 Peachtree Street, NE., 8th Floor, Atlanta, GA
303009.

(20) Region V, 175 West Jackson Boul evard, Room A-333, Chicago, IL
60604.

(21) Region VI, PO Box 35228, 2626 West Mockingbird Lane, Dallas, TX

75235.
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(22) Region VIlI, Twelve Grand Building, 1150 Grand Avenue, Kansas
City, MO 64106.

(23) Region VIIl, PO Box 26247--Bel mar Branch, 1075 South Yukon
Street, Lakewood, CO 80226.

(24) Region |IX, 111 Pine Street, Third Floor, San Francisco, CA 94111.
(25) Region X, 1992 Federal Building, 915 Second Avenue, Seattle, WA
98174.

(26) Richland Operations Ofice, PO Box 550, Richland, WA 99352.

(27) San Francisco Operations Ofice, 1333 Broadway, Wlls Fargo

Bui | di ng, Oakl and, CA 94612.

(28) Savannah River Operations Ofice, PO Box "“A'' Aiken, SC 29801.
(29) Sout heastern Power Adm nistration, Elberton, GA 30635.

(30) Southwestern Power Adm nistration, PO Drawer 619, Tulsa, K
74101.

(31) Western Area Power Adm nistration, PO Box 3402, Gol den, CO 80401.
(d) "~ General Counsel'' nmeans the General Counsel provided for in
section 202(b) of the Departnent of Energy Organization Act, or any DOE
attorney designated by the General Counsel.

(e) "~ Headquarters'' neans all DOE facilities functioning within the
Washi ngt on, DC netropolitan area.

(f) ““Individual'' means a citizen of the United States or an alien
lawfully admtted for permanent residence, but does not include
proprietorshi ps, businesses, or corporations. Where appropriate, the
term  “individual'' also includes a duly authorized representative of an
i ndi vi dual .

(g) ~"Maintain'' means maintain, collect, use, or dissen nate.
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(h) "“Privacy Act Oficer'' neans the person designated by the

Director, Ofice of Admi nistration, as responsible for adm nistering the

DCE's program for inplenenting the requirenents of the Privacy Act of
1974 at the DOE | ocations listed at Sec. 1008.2(c).

(i) “"Record'' neans any item collection, or grouping of information
about an individual that is naintained by or for the DCE including, but
not limted, to education, financial transactions, nedical history, and
crimnal or enploynent history, and that contains that individual's
name, or other identifying nunber, synbol, or other identifying
particul ars assigned to the individual, such as a finger or voice print
or photograph. See subsection (a)(4) of the Act.

(j) "~ Routine use'' means, with respect to the disclosure of a record,
the use of such record for a purpose which is conpatible with the
purpose for which it was collected. See subsection (a)(7) of the Act.
(k) ““Statistical record'' means a record in a system of records

mai ntai ned for statistical research or reporting purposes only and not
used in whole or in part in making any determ nation about an

i dentifiable individual, except as provided by 13 U S.C. section 8. See
subsection (a)(6) of the Act.

(1) "~ System Manager'' neans the DOE official who is responsible for a
system of records as designated in the systemnotice of that system of
records published by DOE

(m "~ System of records'' neans a group of any records under DOE
control fromwhich information is retrieved by the name of the

i ndi vi dual or by sone identifying nunber, synbol, or other identifying

particul ars assigned to the individual. See subsection (a)(5) of the
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Act .

(n) " “Act'' neans the Privacy Act of 1974, Pub. L. 93-579; references
to subsections of the Act mean subsections of section 3 of the Act.
Sec. 1008. 3 Enpl oyee standards of conduct with regard to privacy.

(a) The Headquarters DOE Privacy Act O ficer shall assure that DOE
personnel are advised of the provisions of the Privacy Act, including
the crimnal penalties and civil liabilities provided therein,
(subsections (g) and (i) of the Act), and that DOE personnel are nmade
aware of their responsibilities: To protect the security of persona
information to assure its accuracy, relevance, tineliness and

conpl eteness; to avoid unauthorized disclosure; and to insure that no
system of records concerning individuals, no matter how i nsignificant or
speci alized, is maintained wi thout public notice.

(b) DOE personnel shall:

(1) Collect or maintain no information of a personal nature about

i ndi vi dual s unl ess rel evant and necessary to achi eve a purpose or carry
out a responsibility of the DOE as required by statute or by Executive
Order. See subsection (e)(1) of the Act and Sec. 1008.18(a).

(2) Collect information, wherever possible, directly fromthe

i ndividual to whomit pertains. See subsection (e)(2) of the Act and
Sec. 1009.19(a).

(3) Informindividuals fromwhominfornmation is collected of the
authority for collection, the principal purposes for which the
information will be used, the routine uses that will be made of the
information, and the effects of not furnishing the information. See

subsection (e)(3) of the Act and Sec. 1008.19.
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(4) Collect, naintain, use or dissemnate no information concerning an

i ndi vidual's rights guaranteed by the First Amendnent, unless (i) the

i ndi vi dual has volunteered such; or (ii) the information is expressly
aut hori zed by statute to be collected, maintained, used or disseni nated;
or (iii) the activities involved are pertinent to and within the scope
of an authorized | aw enforcenent activity. See subsection (e)(7) of the
Act and Sec. 1008. 18(b).

(5) Advise their supervisors of the existence or proposal of any
system of records which retrieves information about individuals by the

i ndi vidual's nane or other identifying nunmber, synbol, or identifying
particul ars assigned to the individual

(6) Maintain an accounting, in the prescribed form of all disclosures
of information other than those to officers or enployees who have a need
for the record in the performance of their duties and those required
under the Freedom of Information Act. See subsection (c) of the Act.

(7) Disclose no records other than to DOE personnel w thout the

advance witten consent of the individual, except as authorized by 5
U.S.C. 552a(b) including routine uses published in the Federal Register
(8) Maintain and process information concerning individuals with care
to insure that no inadvertent disclosure of the information is made. See
subsection (e)(10) of the Act.

(9) Informthe proper DOE authorities of any information naintained in
a DCE system of records which is not authorized by the Privacy Act of
1974.

(c) Heads of Headquarters Divisions and Ofices and heads of the other

DCE | ocations shall review annually the systenms of records subject to
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their responsibility to insure conpliance with the requirenents of the
Privacy Act of 1974.

Sec. 1008.4 Procedures for identifying the individual making a

request for access to or amendnent of records.

(a) When a request for information about or for access to or
correction of a record pertaining to an individual and contained in a
system of records has been made pursuant to Sec. 1008.6, valid

i dentification of the individual meking the request shall be required
before information will be given, access granted or a correction
considered, to insure that information is given, corrected, or records
di sclosed or corrected only at the request of the proper person

(b) Subject to paragraphs (c) and (d) of this section, an individua
maki ng a request nay establish his identity by:

(1) Including with his request, if subnmitted by mail, a photocopy of
two identifying documents bearing his nane and signature, one of which
shal | bear his current home or business address and date of birth; or
(2) Appearing at the appropriate DOE | ocation during the regul ar

busi ness hours and presenting either of the follow ng:

(i) One identifying docurment bearing the individual's photograph and
signature, such as a driver's license or passport; or

(ii) Two identifying documents bearing the individual's name and
signhature, one of which shall bear the individual's current honme or
busi ness address and date of birth; or

(3) Providing such other proof of identity as the Privacy Act O ficer
deens satisfactory in the circunmstances of a particul ar request.

(c) If the Privacy Act O ficer or the appropriate System Manager

http://www.oro.doe.gov/Foia/1008.htm

Page 9 of 73

06/24/2002



1008 Page 10 of 73

determ nes that the information in a record is so sensitive that

unaut hori zed access could cause harm or enbarrassnent to the individua
whose record in involved, or if the individual making the request is
unabl e to produce satisfactory evidence of identity under paragraph (b)
or (d) of this section, the individual making the request may be
required to subnit a notarized statenent attesting to his identity and
hi s understandi ng of the crim nal penalties provided under section 1001
of Title 18 of the United States Code for meking false statenents to a
Gover nment agency and under subsection (i)(3) of the Act for obtaining
records under false pretenses. Copies of these statutory provisions and
forms of such notarized statenents nay be obtained upon request fromthe
Privacy Act Oficer, Headquarters, Departnment of Energy, Wshington, DC
(d) When an individual acting as the parent of a minor or the |lega
guardi an of the person to whom a record pertains nakes a request
pursuant to Sec. 1008.6 of this part--

(1) Such an individual shall establish his personal identity in the
same manner required in either paragraph (b) or (c) of this section

(2) I'n addition, such an individual shall establish his identity in

the representative capacity of parent or |egal guardian. In the case of
the parent of a mnor, the proof of identity shall be a certified or
aut henti cated copy of the minor's birth certificate. In the case of the
| egal guardian of a person who has been decl ared i nconpetent due to
physi cal or mental incapacity or age by a court of conpetent
jurisdiction, the proof of identity shall be a certified or

aut henti cated copy of the order froma court of conmpetent jurisdiction.

(3) A parent or legal guardian may act only for a living individual
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not for a decedent. Requests for the records of decedents will be
handl ed under the Freedom of Information Act (5 U. S.C. 552).

Sec. 1008.5 Effect of the Freedom of Information Act (FO A).

(a) DCE shall not rely on any exenption contained in the Freedom of
Information Act (5 U S.C. 552) to withhold fromthe individual to whom
it pertains, any record which is otherw se accessible to such individua
under this part.

(b) DOE shall rely on subsection (b) of the Privacy Act to withhold
informati on froma person other than the person to whomthe record
pertains only when the information is also exenpt from di scl osure under
the FO A

(c) Where a request for access to records is submtted pursuant to
both the FO A and the Privacy Act, the DOE shall, to the maxi num extent
possi bl e, process the request under the provisions of this part,
including the time limts of this part.

Subpart B--Requests for Access or Amendnent

Sec. 1008.6 Procedures for Privacy Act requests.

(a) Any individual may--

(1) Ask the DOE whether a system of records nmintained by the DOE
contai ns records about himor her

(2) Request access to information pertaining to himor her that is

mai ntai ned in a DOE system of records;

(3) Request that information about himor her in a DOE system of
records be anmended or corrected. Requests for correction or anendnent
may i nclude inquiries concerning--

(i) whether such information is relevant or necessary to acconplish a
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purpose that DOE is required to acconplish by statute or Executive
Order; or

(ii) if the information is to be used by the DOE in making a

determ nati on about the individual, whether the information is as
accurate, relevant, tinely, or conplete as is reasonably necessary to
assure fairness in the deternination.

(b) Requests submitted pursuant to this section shall--

(1) Be in witing and signed by the individual making the request;

(2) State that the request is a ~“Privacy Act Access'' or "~ Privacy

Act Amendment'' request;

(3) Include the identification information required by Sec. 1008. 4;

(4) Specify, if possible, the title and identifying nunmber of the
system of records as listed in DOE s published notices of system of
records;

(5) Provide if possible any additional information to aid DOE in
respondi ng to the request, for exanple, a description of the records
sought ;

(6) Indicate, as appropriate, the tine, place, and form of access
sought .

(c) Any request not addressed and nmarked as specified in paragraph (a)
of this section shall be forwarded imrediately to the appropriate
Privacy Act O ficer. An inproperly addressed request will not be deened
to have been received for purposes of measuring tinme periods pursuant to
Sec. Sec. 1008.7 and 1008. 10 until actual receipt by the appropriate
Privacy Act O ficer. The individual making the request shall be notified

that the request was inproperly addressed and the date when the request
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was received by the Privacy Act O ficer

(d) Assistance in preparing an access request pursuant to this section

may be obtained fromany DOE Privacy Act Officer at the locations |isted

at Sec. 1008.2(e).

(e) An individual shall not be required to state a reason or otherw se
justify his request for information or access to a record pertaining to
hi mher that is contained in a system of records.

Sec. 1008.7 Processing of requests.

(a) Receipt of a request made in accordance with Sec. 1008.6 shall be
pronptly acknow edged by the Privacy Act O ficer

(b) Each request shall be acted upon pronptly. Every effort will be
made to respond within ten working days of the date of receipt by the
Syst em Manager or designee. If a response cannot be made within ten
wor ki ng days, the appropriate Privacy Act O ficer shall send an interim
response providing informati on on the status of the request, including
an estimate of the tinme within which action is expected to be taken on
the request and asking for any further information as may be necessary
to respond to the request. Action will be conpleted as soon as possible,
but not later than 20 worki ng days after receipt of the origina
specific inquiry. In unusual circunmstances and for good cause, the
appropriate Privacy Act Oficer may decide that action cannot be

conpleted within the initial 20 working days. In such case, the

appropriate Privacy Act Oficer will advise the individual of the reason

for the delay and the date (not to exceed an additional 20 worki ng days)
by which action can be expected to be conpl et ed.

(c) The term " “unusual circunstances'' as used in this section
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i ncl udes situations where a search for requested records frominactive
storage i s necessary; cases where a volum nous anmount of data is

i nvol ved; instances where information on other individuals nust be
separated or expunged fromthe particular record; and cases where
consultation with other agencies which have substantial interest in the
response to the request is necessary.

(d) Upon receiving a request, the Privacy Act Oficer shall ascertain
whi ch System Manager or Managers of the DOE have prinmary responsibility
for, custody of, or concern with the systemor systens of records
subject to the request and shall forward the request to such System
Manager or Managers. The System Manager or Managers shall pronptly
identify and, in consultation with the General Counsel, reviewthe
records enconmpassed by the request.

(e) Where the request is for access to or information about records,
after reviewing the material the System Manager or Managers concer ned
shall transmt to the Privacy Act Oficer the requested material. The
transmi ssion to the Privacy Act Oficer shall include any reconmendation
that the request be granted or wholly or partially denied and shall set
forth any exenption categories supporting denials. Any deni al
reconmendati on must be concurred in by the appropriate General Counsel
(f) Where the request is for correction or anendnment of records, after
reviewing the material the System Manager or Managers shall transmt a
recomended decision to the Privacy Act Oficer. Any recommendation that
the request be granted or wholly or partially denied shall cite the
exenption relied on and set forth the policy considerations supporting a

deni al . Any recommendati on of denial nust be concurred in by Cenera
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Counsel

Sec. 1008.8 Action in response to a request for access: Disclosure

of requested information to subject individuals.

(a) Consistent with the reconmendation of the System Manager and the
concurrence of the appropriate CGeneral Counsel, the Privacy Act O ficer
shall provide to the requesting individual the information about or
access to a record or information pertaining to the individual contained
in a systemof records, unless the request is being denied in accordance
with Sec. 1008.9 of this part. The Privacy Act Oficer shall notify the
i ndi vi dual of such determni nation and provide the follow ng information
(1) Whether there is information or a record pertaining to himthat is
contained in a system of records;

(2) The methods of access as set forth in paragraph (b) of this

section;

(3) The place at which the record or informati on may be inspected,;

(4) The earliest date on which the record or informati on may be

i nspected and the period of tinme that the record or information wil
remai n avail able for inspection. In no event shall the earliest date be
later than thirty cal endar days fromthe date of notification

(5) An indication that copies of the records are encl osed, or the
estimated date by which a copy of the record could be mailed and the
estimate of fees that would be charged to provide other than the first
copy of the record, pursuant to Sec. 1008.13.

(6) The fact that the individual, if he wi shes, may be acconpani ed by
anot her person during the in-person review of the record or information,

provi ded that the individual shall first furnish to the Privacy Act
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Officer a witten statenent authorizing disclosure of that individual's
record in the acconpanyi ng person's presence; and

(7) Any additional requirenments that nust be satisfied in order to
provi de information about or to grant access to the requested record or
i nformati on.

(b) The follow ng nmethods of access to records or information
pertaining to an individual and contained in a system of records may be
avail able to that individual depending on the circunstances of a
particul ar request:

(1) A copy of the record may be enclosed with the initial response in
accordance with paragraph (a) of this section;

(2) Inspection in person may be arranged during the regul ar busi ness
hours of the DOE in the office specified by the Privacy Act Oficer

(3) Transfer of records to a Federal facility nore convenient to the

i ndi vidual may be arranged, but only if the Privacy Act Officer
deternmines that a suitable facility is available, that the individual's
access can be properly supervised at that facility, and that transmtta
of the records or information to that facility will not unduly interfere
with operations of the DOE or involve unreasonable costs, in ternms of
nmoney or manpower; and

(4) The requested number of copies in addition to the initial copy may
be mailed at the request of the individual, subject to paynent of the
fees prescribed in Sec. 1008.13.

(c) If the Privacy Act O ficer believes, based upon a recomendation

of the System Manager and the agency's nedical officer, that disclosure

of nmedi cal and/or psychological information directly to an individua
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coul d have an adverse effect upon that individual, the individual my be

asked:

(1) To designate in witing a physician or mental health professiona
to whom he would Iike the records to be disclosed; or

(2) To submit a signed statenment by his physician or a nental health
prof essional indicating that, in his view, disclosure of the requested
records or information directly to the individual will not have an
adverse effect upon the individual. If the individual refuses to
designate a physician or nental health professional, or to submt a
signed statement from his physician or mental health professional as
provi ded in paragraph (c) (1) and (2) of this section, the request wll
be consi dered deni ed, and the appeal rights provided in Sec. 1008.11
will be available to the individual

(d) The Privacy Act O ficer shall supply such other information and
assistance at the time of an individual's review of his record as is
necessary to nake the record intelligible to the individual

(e) The DOE will, as required by subsection (d)(1), assure an
individual's right ““to review his or her record and have a copy nade of
all or any portion thereof in a form conprehensible to him'' However
original records will be made available to individuals only under the
supervision of the Privacy Act Oficer or his designee. Individuals wll
be provided at their request with a copy, but not the original, of
records pertaining to them

Sec. 1008.9 Action in response to a request for access: initial

deni al of access.

(a) A request by an individual for information about or access to a
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record or infornation pertaining to that individual that is contained in
a system of records may be denied only upon a deternination by the
appropriate System Manager, with the concurrence of the appropriate
General Counsel, that:

(1) The record is subject to an exenption under Sec. 1008.12;

(2) The record is information conpiled in reasonable anticipation of a
civil action or proceeding; or

(3) The individual has unreasonably failed to conply with the
procedural requirements of this part.

(b) The Privacy Act O ficer shall give witten notice of the denial of
a request of information about or access to records or informtion
pertaining to the individual and contained in a system of records. Such
written notice shall be sent by certified or registered mail, return
recei pt requested and shall include the follow ng infornmation:

(1) The System Manager's name and title;

(2) The reasons for the denial, including citation to the appropriate
sections of the Privacy Act and this part; and

(3) Notification of the individual's right to appeal the denial

pursuant to Sec. 1008.11 and to administrative and judicial review under
5 U S C 552a(g)(1)(B), as limted by 552a(g)(5).

(c) Nothing in this section shall

(1) Require the furnishing of information or records that are not
retrieved by the nane or by sone other identifying nunber, synbol or

i dentifying particular of the individual making the request;

(2) Prevent a System Manager from waiving any exenption authorizing

the denial of records, in accordance with Sec. 1008.12.
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Sec. 1008.10 Action in response to a request for correction or
amendment of records.

(a) The Privacy Act Oficer nust respond in witing to the requester
for amendnment of a record within 10 working days of receipt. This
response shall informthe requester of the decision whenever possible.
(b) If the decision cannot be reached within 10 worki ng days, the
requester shall be informed of the reason for delay and the date (wthin
20 working days) it is expected that the decision will be made.

(c) The Privacy Act Oficer, consistent with the recomendati on of the
Syst em Manager or Managers, as concurred in by the appropriate Genera
Counsel, if appropriate, shall do one of the follow ng:

(1) Instruct the System Manager to make the requested correction or
amendment; and advise the individual in witing of such action
providing either a copy of the corrected or anended record, or a
statement as to the means whereby the correction or amendment was
acconplished in cases where a copy cannot be provided (for exanple,
erasure of information froma record maintained only in an electronic
data bank); or

(2) Informthe individual in witing that his request is denied in
whol e or in part. Such denial shall be sent by certified or registered
mail, return receipt requested, and shall provide the follow ng

i nformati on:

(i) The System Manager's name and title;

(ii) The reasons for the denial; including citation to the appropriate
sections of the Act and this part; and

(iii) Notification of the individual's right to appeal the denial
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pursuant to Sec. 1008.11 and to administrative and judicial review under

5 U.S.C. 552a(g)(1)(B), as limted by 5 U. S.C. 552a(g)(5).

(iv) Notification of the right of the individual to subnit a statenent
of di sagreenent consistent with Sec. 1008.11(g).

(d) Whenever an individual's record is anended pursuant to a request

by that individual, the Privacy Act Oficer or the System Manager, as
appropriate, shall notify all persons and agencies to which the amended
portion of the record had been disclosed prior to its anendnent, if an
accounting of such disclosure was required by the Act. The notification
shall request a recipient agency maintaining the record to acknow edge
recei pt of the notification, to correct or anend the record and to
apprise an agency or person to which it had disclosed the record of the
substance of the anmendnment.

(e) The following criteria will be taken into account by the DOE in
reviewi ng a request for amendment:

(1) The sufficiency of the evidence submitted by the individual

(2) The factual accuracy of the information;

(3) The relevance and necessity of the information in relation to the
purpose for which it was collected;

(4) If such information is used in making any determ nation about the

i ndi vi dual, whether the information is as accurate, relevant, tinely,
and conplete as is reasonably necessary to assure fairness to the

i ndi vidual in such deternination

(5) The degree of possibility that denial of the request could

unfairly result in a determ nation adverse to the individual

(6) The nature of the record sought to be corrected or amended; and
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(7) The propriety and feasibility of conmplying with the specific neans
of amendment requested by the individual

(f) The DOE will not undertake to gather evidence for the individual
but does reserve the right to verify the evidence that the individua
submits.

(g) Anendnent of a record requested by an individual may be denied
upon a determ nation that:

(1) The individual has failed to establish, by a preponderance of the
evi dence, the propriety of the amendnment in relation to the criteria
stated in paragraph (e) of this section

(2) The record sought to be amended was conpiled in a term nated
judicial, quasi-judicial or quasi-I|egislative proceeding to which the
i ndi vi dual was a party or participant;

(3) The record sought to be anended is the subject of a pending
judicial, quasi-judicial or quasi-Ilegislative proceeding to which the
i ndividual is a party or participant;

(4) The anmendnent would violate a duly enacted statute or pronul gated
regul ati on;

(5) The individual has unreasonably failed to conply with the
procedural requirenments of this part; or

(6) The record has been properly exenpted fromthe provisions of
subsection (d) of the Act.

(h) Nothing in this section shall restrict the DOE fromgranting in
part or denying in part a request for amendment of records.

[45 FR 61577, Sept. 16, 1980, as anended at 46 FR 31637, June 17, 1981]

Sec. 1008.11 Appeals of denials of requests pursuant to Sec. 1008. 6.
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(a) Any individual may appeal the denial of a request nmade by himfor

i nformation about or for access to or correction or amendment of
records. An appeal shall be filed within 30 cal endar days after receipt
of the denial. When an appeal is filed by mail, the postmark is
conclusive as to tinmeliness. The appeal shall be in witing and nust be
signed by the individual. The words "~ PRI VACY ACT APPEAL'' shoul d appear
in capital letters on the envelope and the letter. Appeals of denials
relating to records maintained in governnent-w de systens of records
reported by the OPM shall be filed, as appropriate, with the Assistant
Director for Agency Conmpliance and Eval uation, O fice of Personnel
Managenent (OPM), 1900 E Street, NW Washi ngton, DC 20415. Al other
appeal s relating to DOE records shall be directed to the Director,

O fice of Hearings and Appeals (OHA), Departnment of Energy,
Headquarters, Washi ngton, DC.

(b) An appeal not addressed and marked as specified in paragraph (a)

of this section shall be forwarded i mediately to the Assistant Director
for Agency Conpliance and Eval uation, OPM or the Director, OHA, as
appropriate. An appeal that is not properly addressed by an individual
shall not be deened to have been received for purposes of tine periods
in this section until actual receipt of the appeal by the Assistant
Director, OPM or the Director, OHA. In each instance when an appeal so
forwarded is received, the individual filing the appeal shall be
notified that the appeal was inproperly addressed and the date when the
appeal was received by the Assistant Director, OPM or the Director,
CHA.

(c) The appeal shall include the follow ng:
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(1) A copy of the original request for access or for amendnent;

(2) A copy of the initial denial; and

(3) A statenent of the reasons why the initial denial is believed to

be in error.

(d) The records or record to which the individual was denied access,

or which was requested to be corrected or anended, will be supplied to

t he appropriate appeal authority by the Privacy Act O ficer who issued
the initial denial. Wile such records normally will conprise the entire
record on appeal, the appeal authority may seek such additiona
information as is necessary to assure that the final determination is
fair and equitable.

(e) No personal appearance or hearing on appeal will be all owed.

(f) The appropriate appeal authority for DOE records shall act upon

the appeal and issue a final determination in witing no later than 20
wor ki ng days fromthe date on which the appeal is received. However, the
appeal authority may extend the ten-day period upon a deternination that
a fair and equitable review cannot be made within that period. In such
cases the individual shall be advised in witing of the reason for the
extension and of the estimated date by which a final determ nation wll
be issued. The final determination shall be issued not l|ater than the
30t h working day after receipt of the appeal unless unusua
circunstances, as defined in Sec. 1008.7, are present, whereupon an
addi ti onal 30 days may be extended.

(g) If an appeal of a denial of access is granted, a copy of the

determ nation shall be transmtted pronptly to the individual, the

Privacy Act O ficer and the appropriate System Manager. Upon recei pt of
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the determ nation, the Privacy Act O ficer pronptly shall take action
consistent with Sec. 1008. 8.

(h) If an appeal of a denial of correction or amendment is granted,

the final determ nation shall identify the specific corrections or
anmendnents to be made. A copy of the determination shall be transmtted
promptly to the individual, the Privacy Act O ficer and the appropriate
System Manager. Upon receipt of the determ nation, the Privacy Act

O ficer pronptly shall take steps to insure that the actions set forth
in Sec. 1008.10 (a) and (b) are taken.

(i) I'f the appeal of a denial of access is denied, the final

determi nation shall state the reasons for the denial and shall be
transnmitted pronmptly to the individual, the Privacy Act Oficer and the
appropriate System Manager. The determ nation shall also include a
statenent identifying the right of the individual to adm nistrative and
judicial review pursuant to 5 U.S.C. 552a(g)(1)(B) as limted by 5
U.S.C. 552a(g)(5).

(j) 1f the appeal of a denial of correction or anendnent is denied,

the final determ nation shall state the reasons for the denial and shall
be transmitted promptly to the individual, the Privacy Act Oficer and
t he appropriate System Manager.

(1) The deternmination also shall include the foll ow ng:

(i) Notice of the right of the individual to file with the Privacy Act
O ficer a concise, signed statement of reasons for disagreeing with the
final determ nation, receipt of which statement will be acknow edged by
the Privacy Act O ficer.

(ii) An indication that any disagreenent statenment filed by the
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i ndi vidual will be noted and appended to the disputed record and that a
copy of the statement will be provided by the Privacy Act Oficer or the
Syst em Manager, as appropriate, to persons and agencies to which the
record is disclosed subsequent to the date of receipt of such statenent;
(iii) An indication that the DOE shall append to any di sagreenent
statenent filed by the individual a copy of the final determination or a
summary thereof, which determination or summary also will be provided to
persons and agencies to which the di sagreenent statement is disclosed,
and,

(iv) A staterment of the right of the individual to adnministrative and
judicial review under 5 U S.C. 552a(g)(1)(B), as limted by 5 U S.C
552a(qg) (5).

(2) Al'though a copy of the final determnation or a summary ther eof

will be treated as part of the individual's record for purposes of

di sclosure in instances where the individual has filed a di sagreenment
statenent, it will not be subject to correction or amendrment by the

i ndi vi dual

(3) Where an individual files a statement of disagreenment consistent
with paragraph (j)(1) of this section, the Privacy Act O ficer shal

take steps to insure that the actions provided in paragraph (j)(1)(i),
(ii) and (iii) of this section are taken

Sec. 1008.12 Exenptions.

(a) Ceneral exenptions-(1) Generally. 5 U S.C 552a(j)(2) allows the
exenption of any system of records within the DOE from any part of
section 552a except subsections (b), (c)(1) and (2), (e)(4)(A) through

(F) (e)(6), (7), (9), (10), and (11), and (i) of the Act if the system
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of records is maintained by a DOE conponent which perfornms as its
principal function any activity pertaining to the enforcenent of
crimnal laws, including police efforts to prevent, control, or reduce
crime or to apprehend crimnals, and which consists of (i) information
conpiled for the purpose of identifying individual crimnal offenders
and all eged offenders; (ii) information conpiled for the purpose of a
crimnal investigation, including reports of informants and

i nvestigators, and associated with an identifiable individual; or (iii)
reports identifiable to an individual conpiled at any stage of the
process of enforcement of the crimnal laws fromarrest or indictnent

t hrough rel ease from supervi sion.

(2) Applicability of general exenptions to DOE systens of records. -

(i) Investigative Files of the Inspector CGeneral (DOE-54). This system
of records is being exenpted pursuant to subsection (j)(2) of the Act in
order to aid the Ofice of the Inspector General in the performnce of
its law enforcenent function. The systemis exenpted from subsections
(c)(3) and (4); (d)(1)-(4); (e)(1)-(3); (4 (9., (H, and (I); (5) and
(8); and (g) of the Act. The systemis exenpt from these provisions for
the followi ng reasons: Notifying an individual at the individual's
request of the existence of records in an investigative file pertaining
to such individual, or granting access to an investigative file could
(A) interfere with investigative and enforcenent proceedings and with
co-defendants' right to a fair trial; (B) disclose the identity of
confidential sources and reveal confidential information supplied by
these sources; and (C) disclose investigative techniques and procedures.

(ii)Law Enforcenent Investigative Records (DOE-84). This system of
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records i s being exempt pursuant to subsection (j)(2) of the Act to
enable the Ofice of Counterintelligence to carry out its duties and
responsibilities as they pertain to its | aw enforcenent function. The
systemis exenpted fromthese provisions for the foll ow ng reasons:
Notifying an individual at the individual's request of the existence of
records in an investigative file pertaining to such individual, or
granting access to an investigative file could interfere with

i nvestigative and enforcement proceedings and with co-defendant's ri ght
to a fair trial; disclose the identity of confidential infornmation
supplied by these sources; and disclose investigative techniques and
procedures.

(b) Specific exenptions. Subsection (k) of the Privacy Act establishes
seven categories of systems of records which nay be exenpted from
subsections (c)(3), (d), (e)(1), (e)(4(Q, (H and (1), and (7) of the
Act. The Departnment has exenpted systens of records under four of these
provisions, as follows: (1) Classified material. (i) Subsection (k)(1)
permts exenption of systens of records that are specifically authorized
under criteria established under statute or Executive Order to be kept
secret in the interest of national defense or foreign policy, and are in
fact properly classified pursuant to such statute or Executive Order
Restricted Data and Formerly Restricted Data under the Atonic Energy Act
of 1954, as anmended, are included in this exenption.

(ii) The DOE systens of records |isted bel ow have been exenpted under
subsection (k)(1l) to the extent they contain classified information, in
order to prevent serious damage to the national defense or foreign

policy that could arise from providing individuals access to classified
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i nformati on. Systenms exenpted under subsection (k)(1) are--

(A) Alien Visits and Participation (DOE-52).

(B) C earance Board Cases (DOE-46).

(C) Security Correspondence Files (DOE-49).

(D) Foreign Travel Records (DCE-27)

(E) Legal Files (Clains, Litigations, Crimnal Violation, Patents, and
ot her Legal Files) (DCE-41).

(F) Personnel Security Cl earance Files (DOE-43).

(G Personnel Security Cl earance |ndex (Automated) (DOE-42).

(H) Special Access Authorization for Categories of Classified

I nformati on (DOE-44).

(I') Adm nistrative and Anal ytical Records and Reports (DCE-81).

(J) Law Enforcenent |nvestigative Records (DOE-84).

(2) Investigatory material conpiled for | aw enforcenent purposes. (i)
Subsection (k)(2) permts the exenption of investigatory materi al
conpil ed for | aw enforcenent purposes, provided, however, that if any

i ndi vidual is denied any right, privilege, or benefit to which he would
otherwi se be entitled by Federal law, or for which he would ot herw se be
eligible, as a result of the maintenance of such material, such material
shall be provided to such individual, except to the extent that the

di scl osure of such material would reveal the identity of a source who
furnished information to the Governnent under an express proni se that
the identity of the source would be held in confidence, or, prior to
Sept enber 27, 1975, under an inplied promse that the identity of the
source would be held in confidence.

(ii) The DOE systens of records |isted bel ow have been exenpted under
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subsection (k)(2) in order to prevent subjects of investigation from
frustrating the investigatory process through access to records about
thensel ves or as a result of learning the identities of confidential
informants; to prevent disclosure of investigative techniques; to

mai ntain the ability to obtain necessary information; and thereby to
i nsure the proper functioning and integrity of |aw enforcenent
activities. Systems of records exenmpted under subsection (k)(2) are--
(A) Alien Visits and Participation (DOCE-52).

(B) Clearance Board Cases (DOE-46).

(C) Security Correspondence Fil es (DOCE-49).

(D) Foreign Travel Records (DCE-27).

(E) Legal Files (Claims, Litigation, Crimnal Violations, Patents, and
ot her Legal Files) (DCE-41).

(F) Personnel Security Cl earance Files (DOE-43).

(G Personnel Security Cl earance |ndex (Automated) (DOE-42).

(H) Special Access Authorization for Categories of Classified

I nformati on (DOCE-44).

(1) DOE Personnel and Ceneral Enploynent Records (DOE-1) (only
personnel investigative records concerning current and former DOE
enpl oyees and applicants for enploynent by DOE).

(J) Investigative Files of the Inspector CGeneral (DOE-54) (only

i nvestigative records concerning past and present DOE enpl oyees).

(K) Administrative and Anal ytical Records and Reports (DCE-81).

(L) Law Enforcenent |nvestigative Records (DOE-84).

(3) Investigatory material conpiled for determning suitability for

Federal enployment. (i) Subsection (k)(5) permts exenption of systens
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of records that contain investigatory material conpiled solely for the
pur pose of determning suitability, eligibility, or qualification for
Federal civilian enploynent, nmilitary service, Federal contracts, or
access to classified information, but only to the extent that the

di scl osure of such material would reveal the identity of a source who
furnished information to the Governnent under an express proni se that
the identity of the source would be held in confidence, or, prior to
Sept enber 27, 1975, under an inplied promse that the identity of the
source woul d be held in confidence.

(ii) The DOE systens of records |isted bel ow have been exenpted under
subsection (k)(5) to the extent they contain the kinds of records
descri bed in subsection (k)(5) in order to maintain DOE's ability to
obtain candid i nformati on on candi dates for enploynment, contracts, or
access to classified information and to fulfill comritments nmade to
sources to protect the confidentiality of information, and thereby to
facilitate proper selection or continuation of the best applicants or
persons for a given position or contract. Systens exenpted under
subsection (k)(5) are--

(A) DOE Personnel and Ceneral Enploynent Records (DOE-1);

(B) Personnel Security Clearance Files (DCE-43);

(© Investigative Files of the Inspector General (DOE-54);

(D) Alien Visits and Participation (DCE-52);

(E) C earance Board Cases (DOCE-46);

(F) Security Correspondence Files (DOE-49);

(G Foreign Travel Records (DCE-27);

(H Legal Files (Clains, Litigation, Criminal Violations, Patents, and
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ot her Legal Files) (DCE-41);

(I') Personnel Security Cl earance |ndex (Automated) (DOE-42);

(J) Special Access Authorization for Categories of Classified

I nformati on (DCE-44);

(K) DOE Personnel: Supervisor-Mintained Personnel Records (DOE-2);
(L) Applications for DOE Enmpl oyment (DOE-4).

(M Administrative and Anal ytical Records and Reports (DCE-81).

(N) Law Enforcenent |nvestigative Records (DOE-84).

(4) Testing or exam nation material. (i) Subsection (k)(6) permts
exenption of systens of records that include testing or exam nation
mat eri al used solely to determine individual qualifications for

appoi ntment or pronotion in the Federal service, the disclosure of which
woul d conproni se the objectivity or fairness of the testing of

exanmi nati on process.

(ii) The DOE systens of records |isted bel ow have been exenpted to the
extent they contain testing or examination material in order to protect
the integrity of the personnel testing and eval uation process and to
avoi d providing individuals with unfair advantage, by premature or
unfair disclosure of testing or rating infornmation. Systens exenpted
under Subsection (k)(6) are--

(A) (DCE-2) DCE Personnel: Supervisor-Mintained Personnel Records.
(B) (DOCE-4) Applications for DOE Enpl oynent.

(C) (DCE-1) DCE Personnel and General Enploynment Records.

(c) Application of exemptions to particular requests. (1) The Privacy
Act O ficer, consistent with the reconmendati on of the System Manager

and with concurrence of the appropriate General Counsel, nmay neke
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avai |l abl e records which the DOE is authorized to w thhold under this
section.

(2) Wth respect to records containing material or information that
woul d reveal the identity of a source who was given an assurance of
confidentiality, a determination to nmake records avail able pursuant to
par agraph (c)(1) of this section shall be made only if the source
consents to the rel ease of such information to the individual, or if it
is determined that the material or information is not adverse or
detrinental to the individual, or for good cause shown. The exercise of
di scretion with respect to wai ver of the exenption shall be final

(3) Prior to naking a deternmination to deny access to a record in a
system of records covered by exemption (k)(1) for classified nmateri al
(see paragraph (b)(1) of this section), the System Manager shall consult
with the Director, Division of Classification, to verify the current
classification status of the information in the requested record.

[45 FR 61577, Sept. 16, 1980, as anended at 60 FR 35836, Jul. 12, 1995]n
Sec. 1008. 13 Fees.

(a) The only fees to be charged to or collected from an individua

under the provisions of this part are for copying records at the request
of the individual. The fee charged shall be consistent with the fee
schedul e set forth in paragraph (b) of this section.

(1) No fees shall be charged or collected for the follow ng: Search

for and retrieval of records; review of records; copying by the DOE
incident to granting access; copying at the initiative of the DOE

wi t hout a request fromthe individual; copying when the aggregate of

fees for copying is $25 or less; tine spent providing copies;
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transportation of records and personnel; and first class postage.

(2) It is the policy of the DOE to provide an individual with one copy
of each record corrected or amended pursuant to request w thout charge.
(3) As required by the Ofice of Personnel Managenent in its published
regul ations inplenmenting the Act, the DOE will charge no fee for a
single copy of a personnel record covered by that Commi ssion's

Gover nment - wi de publ i shed notice of systens of records.

(b) The schedule of fees is as follows:

(1) $.10 per copy of each page.

(2) For other forns of copying and other forns of materials (e.qg.
cassettes, conmputer materials), the direct cost of the materials,
personnel, and equi prrent shall be charged, but only with prior specific
approval of the person meking the request, when such charges would be in
excess of $25.

(c) The Privacy Act O ficer may, upon application by an individual
furnish any records w thout charge or at a reduced rate, if the Privacy
Act O ficer determ nes that such waiver or reduction of fees is in the
public interest.

(d) Paynent shall be nmade by check or nobney order payable to the

United States Departnment of Energy.

(e) Advance paynent of all or part of the fees may be required at the
di scretion of the Privacy Act O ficer. Unless the individual requesting
the copies specifically states that he is willing to pay whatever fees
are assessed for neeting the request or, alternatively, specifies an
amount in excess of $25 that he is willing to pay and which in fact

covers the anticipated fees for nmeeting the request, a request that is
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expected to involve assessed fees in excess of $25 shall not be deened
to have been received, for purposes of the tinme periods specified in
Sec. 1008.7 and Sec. 1008.10 until the individual making the request is
notified of the anticipated cost, agrees to bear it, and makes any
advance deposit required. Such notification shall be nade by the Privacy
Act Oficer as pronptly as possible after receipt of the request.

Sec. 1008. 14 Requests under fal se pretenses.

Subsection (i)(3) of the Act provides that any person who know ngly

and willingly requests or obtains any record concerning an individua
froman agency under false pretenses shall be guilty of a nisdemeanor
and fined not nore than $5, 000.

Sec. 1008.15 Civil remedies.

Subsection (g) of the Act provides that an individual may bring suit
agai nst the DOE for a violation of the Privacy Act, as foll ows:

(a) If the DOE refuses to grant a request for access to an

i ndi vidual's records, the court may order the DOE to provide the

i ndi vidual with access to his or her records and award reasonabl e
litigation costs and attorney's fees.

(b) If the DCE refuses to amend a record or fails to review an
amendnment request as required by subsection (d)(3) of the Act, the court
may order the DOE to make the anendnment and award reasonable litigation
costs and attorney's fees.

(c) If the DOE nakes an adverse determ nati on based on a record which
is not maintained in an accurate, tinely, relevant, and conpl ete manner
the individual may be awarded actual danages of at |east $1,000. In

order to prevail, the individual nust show that--
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(1) The DOE's action was willful and intentional; and

(2) The adverse determ nation was based on the faulty record.

(d) If the DCE fails to conply with any other provision of the Privacy
Act or agency rul e promul gated under the Act, in such a way as to have
an adverse effect on the individual, the court nay award actual damages
of at least $1,000. In order to prevail, the individual rmust show that--
(1) The DCE's action was willful and intentional; and

(2) The agency's action had an adverse effort on the individual; and
(3) The adverse effect was causally related to the DOE' s action

Subpart C--Disclosure to Third Parties

Sec. 1008.16 Prohibition against disclosure.

Except as provided in Sec. 1008.17, the DCE shall not disclose any
record which is contained in a system of records, by any neans of
comuni cation, to any agency or to any person other than the individua
who is the subject of the record.

Sec. 1008.17 Conditions of disclosure.

(a) Notwi thstanding the prohibition contained in Sec. 1008.16, the DCE
may di scl ose records covered by this part (1) to the individual to whom
the record pertains or to an agency or (2) to a person other than the

i ndi vi dual where he has given his prior witten consent to the

di scl osure or has made a witten request for such disclosure.

(b) Notwi thstanding the prohibition contained in Sec. 1008. 16 the DOE
may al so di scl ose records covered by this part whenever the disclosure
is:

(1) To officers and enpl oyees of the DOE who have a need for the

record in the performance of their duties;
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(2) Required under the Freedom of Information Act (5 U S.C 552);

(3) For a routine use (as defined in Sec. 1008.2) which is described

in the Federal Register notice for the system of records which the

di sclosure is to be nade;

(4) To the Bureau of the Census for purposes of planning or carrying

out a census or survey or related activity pursuant to the provisions of
Title 13 of the United States Code;

(5) To a recipient who has provided the agency with advance adequate
written assurance that the record will be used solely as a statistica
research or reporting record, and the record is to be transferred in a
formthat is not individually identifiable;

(6) To the National Archives of the United States as a record which

has sufficient historical or other value to warrant its continued
preservation by the United States Governnent, or for evaluation by the
Adm ni strator of Ceneral Services or his designee to determ ne whether
the record has such val ue;

(7) To another agency or to an instrunentality of any governnental
jurisdiction within or under the control of the United States for a
civil or crimnal |aw enforcenment activity if the activity is authorized
by law and if the head of the agency or instrunentality has nade a
written request to the DOE specifying the particular portion desired and
the | aw enforcenent activity for which the record is sought;

(8) To a person pursuant to a showi ng of conpelling circunstances
affecting the health or safety of an individual if upon such disclosure
notification is transmtted to the last known address of such

i ndi vi dual
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(9) To either House of Congress, or to any comittee or subconmittee

t hereof, any joint comittee of Congress or subcommittee of any such
joint conmmittee, to the extent of matter within its jurisdiction;

(10) To the Conptroller General, or any of his authorized
representatives, in the course of the performance of the duties of the
CGeneral Accounting Ofice;

(11) Pursuant to the order of a court of conpetent jurisdiction

(c) Notwi thstanding the prohibition contained in section Sec. 1008. 16
of this part, the DOE may al so disclose records covered by this part
when di ssemnating a corrected or amended record or notation of a

di sagreenment statenent as required by subsection (c)(4) of the Act.

Sec. 1008. 18 Accounting for disclosures.

(a) For each disclosure of information contained in a system of

records under his control, except disclosures to authorized officers and
enpl oyees of DOE and disclosures required by the Freedom of Information
Act, the appropriate System Manager shall keep an accurate accounting
of :

(1) The date, nature, and purposes of each disclosure of a record made
to any person or to another agency; and

(2) The nane and address of the person or agency to which the

di scl osure was made.

(b) The accounting shall be retained for at |east five years or the
life of the record, whichever is longer, after the disclosure for which
the accounting is nade.

(c) The accounting described in paragraph (a) of this section shall be

made available to the individual named in the record upon witten
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request to the Privacy Act Oficer at the appropriate DOE | ocation
listed at Sec. 1008.2(c) of this part. However, the accounting shall not
be reveal ed with respect to disclosures nade under Sec. 1008.17(b)(7) of
this part, pertaining to |law enforcenent activity; or with respect to

di scl osures invol ving system of records for which DOE had cl ai med an
exenption fromcertain requirenents of the Act, as provided in

Sec. 1008.12 of this part.

(d) Whenever an anendnent or correction of a record or a notation of

di spute concerning the accuracy of records is nmade by the DCE in
accordance with Sec. 1008.10(a)(2)(iv) and Sec. 1008.11(g) of this part,
DCE shall informany person or other agency to whomthe record was
previously disclosed if an accounting of the disclosure was made
pursuant to the requirenments of paragraph (a) of this section, unless
the di sclosure was made pursuant to section Sec. 1008.17(b)(7) of this
part; or the disclosure involved a system of records of which DOE has
claimed an exenption fromcertain requirenents of the Act, as provided
in Sec. 1008.12 of this part.

(e) The System Manager shall make reasonable efforts to serve notice

on an individual when any record containing i nfornati on about such

i ndividual in a DOE system of records is disclosed to any person under
compul sory | egal process when such process becones a matter of public
record.

(f) Prior to disclosing any record about an individual to any person

ot her than an agency, unless the disclosure is pursuant to the Freedom
of Information Act, the System Manager shall nake reasonable efforts to

assure that each record is accurate, conplete, tinely, and rel evant for
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DOE' s purposes.

Sec. 1008.19 Crimnal penalties--inproper disclosure.

Subsection (i)(1) of the Act provides that a Federal enployee who
willfully discloses information subject to the Privacy Act in violation
of the Act or rules pronulgated under it shall be guilty of a

m sdenmeanor and fined up to $5, 000.

Subpart D--Mintenance and Establishnent of Systens of Records

Sec. 1008.20 Content of systems of records.

(a) The DOE will nmaintain in its records only such information about
an individual as is relevant and necessary to acconplish a purpose DOE
is required to acconplish by statute or by Executive Order of the
Presi dent, unless an exenption to this requirenment has been clainmed by
DOE, as provided in Sec. 1008.12 of this part.

(b) The DOE will maintain no record describing how any individual
exerci ses rights guaranteed by the First Amendment unl ess expressly
authorized by statute or by the individual about whomthe record is
mai ntai ned or unless it is pertinent to and within the scope of an

aut hori zed | aw enforcenent activity.

(c) The DOE will nmaintain all records that are used by it to nake any
determ nati on about any individual with such accuracy, relevance,
timeliness and conpl eteness as is reasonably necessary to assure
fairness to the individual in such deternination.

Sec. 1008.21 Collection of information by DOE about an individual

for a system of records.

(a) The DOE will collect information, to the greatest extent

practicable, directly fromthe subject individual when the use of the
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information may result in adverse determ nations about an individual's
rights, benefits and privil eges under Federal programs, unless an
exenption fromthe Act to this requirenment has been claimed by DOE as
provided in Sec. 1008.12

(b) Unless an exenption fromthe Act has been cl ai med by DOE under
subsection (j)(2), as provided in Sec. 1008.12, DCE shall inform each

i ndi vi dual whom it asks to supply information, on the form or other
means by which it uses to collect the information, or on a separate form
that can be retained by the individual, of the follow ng:

(1) The authority (whether granted by statute or by Executive Order of
the President) that authorizes the solicitation of the information and
whet her the provision of such information is mandatory or voluntary;

(2) The principal purpose or purposes for which the information is

i ntended to be used;

(3) The routine uses that may be made of the information, as published
in the Federal Register pursuant to the requirenments of the Act; and
(4) The effect on the individual, if any, of not providing all or any
part of the requested information

Sec. 1008.22 Use and collection of social security nunbers.

(a) The System Manager of each system of records which utilizes social
security nunbers as a nethod of identification wthout statutory

aut horization or authorization by regul ation adopted prior to January 1,
1975, shall revise the systemto avoid future collection and use of the
soci al security nunbers.

(b) Heads of Headquarters Divisions and Ofices and heads of the other

DCE | ocations shall insure that enpl oyees authorized to coll ect
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information fromindividuals are advised that individuals nmay not be
required to furnish social security nunbers w thout statutory

aut horization, and that individuals who are requested to provide soci al
security nunbers voluntarily nust be advised that furnishing the nunber
is not required and that no penalty or denial of benefits will flow from
the refusal to provide it.

Sec. 1008. 23 Public notice of systens of records.

(a) The DOE shall publish in the Federal Register at |east annually a
notice of the existence and character of each of its systens of records,
whi ch notice shall include:

(1) The nanme and | ocation of the system

(2) The categories of individuals on whomrecords are maintained in

the system

(3) The categories of records maintained in the system

(4) Each routine use of the records contained in the system including
the categories of users and the purpose of such use, subject to

par agraph (d) of this section;

(5) The policies and practices of the DOE regardi ng storage,
retrievability, access controls, retention, and di sposal of the records;
(6) The title and busi ness address of the DOE official who is
responsi ble for the system of records;

(7) The DOE procedures whereby an individual can be notified at his
request if the systemof records contains a record pertaining to him
(8) The DOE procedures whereby an individual can be notified at his
request about how he can gain access to any record pertaining to him

contained in the systemor records, and how he can contest its content;
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and

(9) the categories of source of records in the systens.

(b) Notwi thstanding the requirenments of paragraph (a) of this section
the notice of systenms of records shall not necessarily include the

i nformation in paragraphs (a) (7)-(9) of this section if DOE has clai nmed
a general or specific exenption fromthe requirenents of the Act, as
provided in Sec. 1008.12.

(c) Copies of the notices as printed in the Federal Register shall be
available at the DOE locations listed at Sec. 1008.2(c). Requests by
mai | for copies of such notices should be sent to Privacy Act O ficer
Headquarters, U.S. Departnent of Energy, Washington, DC 20585. The first
copy will be furnished free of charge. For each additional copy, the
costs of printing and handling nmay be charged.

(d) DOE shall publish in the Federal Register notice of any new

routi ne use or intended routine use of a record in the system of
records, at |least 30 cal endar days prior to the inplenentation of any
new routine use of a record in a systemof records, or at |least 30

cal endar days prior to publication of the annual notice of such routine
uses, as provided in paragraph (a) of this section, an opportunity for
interested persons to subnmit witten comments consisting of data, views,
or argunents regarding such use to DOE, shall be provided.

Sec. 1008.24 Crimnal penalties--failure to publish a system notice.
Subsection (i)(2) of the Act provides that an agency officer or

enpl oyee who willfully maintains a system of records w thout publishing
a systemnotice as required by subsection (e)(4) of the Act shall be

guilty of a m sdenmeanor and fined up to $5, 000.
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Title 18-Conservation of Power, Water Resources

Chapter |-Federal Energy Regul atory Comm ssion, Departnment of Energy
PART 3b--COLLECTI ON, MAI NTENANCE, USE, AND DI SSEM NATI ON OF RECORDS OF
| DENTI FI ABLE PERSONAL | NFORMATI ON

Subpart A--Genera

Sec.

3b.1 Purpose.

3b. 2 Definitions.

3b. 3 Notice requirenents.

3b. 4 Governnent contractors.

3b. 5 Legal guardi ans.

Subpart B--Standards for Maintenance and Col |l ecti on of Records

3b. 201 Content of records.

3b. 202 Col | ection of information fromindividuals concerned.

3b. 203 Rul es of conduct.

3b. 204 Saf eguarding information in manual and comnputer-based record
syst ens.

Subpart C--Rules for Disclosure of Records

3b. 220 Notification of maintenance of records to individuals concerned.
3b. 221 Access of records to individuals concerned.

3b. 222 ldentification requirenents.

3b. 223 Fees.

3b. 224 Requests to anend records and disputes thereon

3b. 225 Witten consent for disclosure.

3b. 226 Accounting of disclosures.

3b. 227 Mailing lists.
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Subpart D--Rules for Exenptions

3b. 250 Specific exenptions.

Aut hority: Federal Power Act, as anmended, section 309, 49 Stat. 858-
859 (16 U. S.C. 825h); Natural Gas Act, as anended, Section 16, 52 Stat.
830 (15 U.S.C. 7170); and Pub. L. No. 93-579 (88 Stat. 1896).

Source: Order No. 536, 40 FR 44288, Sept. 25, 1975, unl ess otherw se
not ed.

Subpart A--General

Sec. 3b.1 Purpose.

Part 3b describes the Federal Power Conmmi ssion's programto inplenent
the provisions of the Privacy Act of 1974 (Pub. L. No. 93-579, 88 Stat.
1896) to allow individuals to have a say in the collection and use of

i nformati on which may be used in determ nations affecting them The
programis structured to permit an individual to determ ne what records
pertaining to himand filed under his individual name, or some other

i dentifying particular, are collected, maintained, used or dissem nated

by the Conmission, to permt himaccess to such records, and to correct

or amend them and to provide that the Comr ssion collect, use, maintain

and di ssem nate such information in a |awful nmanner for a necessary
pur pose.

Sec. 3b.2 Definitions.

In this part:

(a) "~ Agency'', as defined in 5 U S. C. 551(1) as "~ * * * each
authority of the Government of the United States, whether or not it is
within or subject to review by another agency, * * *''  includes any

executive departnent, nilitary departnent, Governnment corporation
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Government controlled corporation, or other establishment in the
executive branch of the Governnent (including the Executive Ofice of
the President), or any independent regulatory agency (5 U S.C. 552(e));
(b) "“Individual'' neans a citizen of the United States or an alien
lawfully adnmitted for permanent residence;

(c) "“Maintain'' includes, maintain, collect, use, or disseninate,;

(d) " "Record'' neans any item collection or grouping of information
about an individual that is nmaintained by an agency, including, but not
limted to, his education, financial transactions, nedical history, and
crimnal or enmployment history and that contains his name, or the

i dentifying nunmber, symbol, or other identifying particular assigned to
the individual, such as a finger or voice print or a photograph

(e) " " System of records'' neans a group of any records under the
control of any agency fromwhich information is retrieved by the nanme of
the individual or by some identifying nunmber, synmbol, or other

i dentifying particular assigned to the individual

(f) "“Statistical record' ' means a record in a system of records

mai ntai ned for statistical research or reporting purposes only and not
used in whole or in part in making any deterni nation about an
identifiable individual, except as provided by section 8 of title 13 of
the United States Code

(g) " Routine use'' means, with respect to the disclosure of a record,
the use of such record for a purpose which is conpatible with the
purpose for which it was collected; and

(h) ""Disclosure'' neans either the transmttal of a copy of a record

or the granting of access to a record, by oral, witten, electronic or
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mechani cal conmuni cati on

Sec. 3b.3 Notice requirenents.

(a) The Conmmission will publish at |least annually in the Federa

Regi ster a notice identifying the systens of records currently

mai nt ai ned by the Commi ssion. For each system of records, the notice
will include the follow ng information:

(1) The nane and | ocation of the system

(2) The categories of individuals on whomrecords are maintained in
the system

(3) The categories of records maintained in the system

(4) The specific statutory provision or executive order, or rule or
regul ati on i ssued pursuant thereto, authorizing the nmaintenance of the
i nformati on contained in the system

(5) Each routine use of the records contained in the system including
the categories of users and the purposes of such use;

(6) The policies and practices regarding the storage, retrievability,
access controls, and retention and di sposal of the records;

(7) The title and business address of the Conmi ssion official who is
responsi bl e for the system of records;

(8) The procedures whereby an individual can be notified at his
request if the systemof records contains a record pertaining to him
(9) The procedures whereby an individual can be notified at his
request how he can gain access to any record pertaining to him contained
in the system of records, and how he can contest its contents; and
(10) The categories of sources of records in the system

(b) At least thirty days prior to its operation, the Comri ssion wll
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publish in the Federal Register a notice of its intention to establish a
new system of records reciting the information required pursuant to

par agraphs (a) (1)-(10) of this section and notice of any mmjor change
to an existing system

(c) The Commission will publish in the Federal Register a notice of

its intention to establish any new or intended routine use of the
information in an existing systemof records at |least thirty days prior
to the disclosure of the record for that routine use. A new routine use
is one which involves disclosure of records for a new purpose conpatible
with the purpose for which the record is maintained or which invol ves
disclosure to a new recipient or category of recipients. At a m ni num
the notice will contain the follow ng information:

(1) The nane of the system of records for which the routine use is to
be established;

(2) The authority authorizing the maintenance of the information
contained in the system

(3) The categories of records maintained in the system

(4) The proposed routine use(s);

(5) The categories of recipients for each proposed routine use; and

(6) Reference to the public notice in the Federal Regi ster under which
the existing system had al ready been publi shed.

Sec. 3b.4 Government contractors.

Systens of records operated by a contractor, pursuant to a

““contract,'' on behalf of the Commi ssion, which are designed to
acconplish a Comm ssion function, are considered, for the purposes of

this part, to be maintained by the Commi ssion. A ““contract'' covers any
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contract, witten or oral, subject to the Federal Procurenent

Regul ations. The contractual instrument will specify, to the extent
consistent with the Conmission's authority to require it, that the
systens of records be maintained in accordance with the requirements of
this part.

Sec. 3b.5 Legal guardi ans.

For the purposes of this part, the parent of any mnor, or the lega
guardi an of any individual who has been declared to be inconpetent due
to physical or nmental incapacity or age by a court of conpetent
jurisdiction, may act on behal f of the individual

Subpart B--Standards for Miintenance and Col |l ecti on of Records

Sec. 3b.201 Content of records.

(a) All records which are maintained by the Comm ssion in a system of
records will contain only such information about an individual that is
rel evant and necessary to acconplish a purpose of the Commi ssion as

required to be acconplished by statute or by executive order of the

President. Pursuant to Sec. 3b.3(a)(4) of this part, the Comm ssion wil

identify in the Federal Register the specific provisions in [aw which

authorize it to maintain infornmation in a system of records. In

determining the ~“rel evance'' and necessity'' of records, the

foll owi ng considerations will govern:

(1) Whether each itemof information relates to the purposes, in |aw
for which the systemis maintained;

(2) The adverse consequences, if any, of not collecting the

i nf ormati on;

(3) Whether the need for the information could be met through the
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mai nt enance of the information in a non-individually identifiable form
(4) Whether the information in the record is required to be collected
on every individual who is the subject of a record in the system or
whet her a sanpling procedure would suffice;

(5) The length of time it is necessary to retain the information

(6) The financial cost of maintaining the record as conpared to the
adverse consequences of not mmintaining it; and

(7) Whether the information, while generally relevant and necessary to
acconplish a statutory purpose, is specifically relevant and necessary
only in certain cases.

(b) Al records which the Comr ssion nmaintains in a system of records
and which are used to nake a determ nati on about an individual will be
mai ntai ned with such accuracy, relevance, tineliness, and conpl et eness
as is reasonably necessary to assure fairness to the individual in the
determ nati on. Where practicable, in questionable instances,
reverification of pertinent information with the individual to whomthe
record pertains may be appropriate. In pursuit of ““conpleteness'' in
the collection of information, the Comrission will linmit its records to
those el enments of information which clearly bear on the determ nation
for which the records are intended to be used, assuring that al

el ements necessary to the determination are present before the

determ nation i s nade.

(c) Prior to dissemnating any records in a system of records, the
Conmi ssion will make reasonable efforts to assure that such records are
as accurate, relevant, tinely, and conplete as appropriate for the

pur poses for which they are collected and/ or maintained, except when
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they are disclosed to a nmenber of the public under the Freedom of
Information Act, 5 U S.C 552, as anmended, or to another agency.

(d) No records of the Comrission in a system of records shall describe
how any indivi dual exercises his First Amendrment rights unl ess expressly
aut horized by statute or by the individual about whomthe record is

mai ntai ned or unless pertinent to and within the scope of an authorized
| aw enforcement activity. The exercise of these rights includes, but is
not limted to, religious and political beliefs, freedom of speech and
of the press, and freedom of assembly and petition. In determning

whet her or not a particular activity constitutes the exercise of a right
guaranteed by the First Amendment, the Conmission will apply the

br oadest reasonable interpretation.

Sec. 3b. 202 Collection of information fromindividuals concerned.

(a) Any information collected by the Comm ssion for inclusion in a
system of records which may result in adverse determ nations about an

i ndividual's rights, benefits, and privil eges under Federal prograns,
will, to the greatest extent practicable, be collected directly fromthe
subj ect individual (see paragraph (d) of this section).

(b) The Commission will informeach individual whomit asks to supply

i nformati on about hinmself, on the formwhich it uses to collect the

i nformati on, or on a separate sheet that can be easily retained by the

i ndi vidual, in |anguage which is explicit, informative, and easily
under st ood, and not so lengthy as to deter an individual fromreading
it, of:

(1) The specific provision of the statute or executive order of the

President, including the brief title or subject of that statute or order
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whi ch aut horizes the solicitation of the information; whether disclosure
of such information is mandatory or voluntary; and whether the

Commi ssion is authorized or required to inpose penalties for failing to
respond;

(2) The principal purpose or purposes for which the information is

i ntended to be used;

(3) The routine uses which may be nade of the information, as

described in the Federal Register in the notice of the system of records
in which the information is nmaintained, and which are rel atable and
necessary to a purpose described pursuant to paragraph (b)(2) of this
section; and

(4) The effects (beneficial and adverse) on the individual if any, of
not providing all or any part of the requested information.

(c) Social security numbers will not be required fromindividuals whom

t he Conmi ssion asks to supply information unless the disclosure of the
nunber is required by Federal statute or unless disclosure is to the
Commi ssi on mai ntai ning a systemof records in existence and operating
before January 1, 1975, if such disclosure was required pursuant to a
statute or regul ation adopted prior to such date to verify the identity
of an individual. When an individual is requested to disclose his social
security nunmber to the Commission, he will be infornmed under what
statutory or other authority such nunber is solicited, what uses will be
made of it, whether disclosure is mandatory or voluntary, and if it is
mandat ory, under what provisions of |aw or regulation.

(d) The use of third-party sources to collect information about an

i ndi vi dual nmay be appropriate in certain circunmstances. |In determning
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when the use of third-party sources woul d be appropriate, the follow ng
consi derations will govern:

(1) When the information needed can only be obtained froma third
party;

(2) When the cost of collecting the information directly fromthe

i ndi vi dual concerned far exceeds the cost of collecting it froma third
party;

(3) When there is little risk that the informati on proposed to be
collected fromthe third party, if inaccurate, could result in an
adverse determ nation about the individual concerned.

(4) When there is a need to insure the accuracy of information

supplied by an individual by verifying it with a third party, or there
is a need to obtain a qualitative assessnent of the individual's
capabilities or character; or

(5) When there are provisions for verifying any third-party

i nformation with the individual concerned before making a deternination
based on that information.

Third party sources, where feasible, will be informed of the purposes
for which informati on which they are asked to provide will be used. In
appropriate circunstances, pursuant to 5 U S. C 552a(k) (2), (5), and
(7), the Conmission may assure a third party that his identity will not
be revealed to the subject of the collected informtion.

Sec. 3b. 203 Rul es of conduct.

(a) The Executive Director of the Conm ssion has the overal

adm nistrative responsibility for inplenenting the provisions of the

Privacy Act of 1974 and overseeing the conduct of all Comm ssion
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enpl oyees with respect to the act.

(b) It is the responsibility of the Conptroller of the Conm ssion

under the guidance of the Executive Director, to prepare the appropriate
internal adm nistrative procedures to assure that all persons involved
in the design, devel opment, or operation of any system of records, or in
col l ecting, using, or dissemnating any individual record, and who have
access to any systemof records, are informed of all rules and

requi renents of the Comri ssion to protect the privacy of the individuals
who are the subjects of the records, including the applicable provisions
of the FPC Standards of Conduct for Enpl oyees, Special Governnent

Enpl oyees and Comm ssioners, specifically 18 CFR 3.207(e) and 3.228(d).
(c) The Director, Ofice of Personnel Programs, is responsible for
establ i shing and conducting an adequate training program for such
persons whose official duties require access to and collection

mai nt enance, use, and dissem nation of such records.

(d) The General Counsel of the Commission is responsible for providing

l egal interpretation of the Privacy Act of 1974, and for preparing al
agency rules and notices for official publication in conpliance with the
act .

(e) Commi ssion enployees will be informed of all the inplications of
their actions in this area, including especially:

(1) That there are crimnal penalties for knowing and w || ful

unaut hori zed di sclosure of material within a system of records; for
willful failure to publish a public notice of the existence of a system
of records; and for knowingly and willfully requesting or obtaining

records under false pretenses;
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(2) That the Conmi ssion may be subject to civil suit due to failure to
anmend an individual's record in accordance with his request or failure
to review his request in conformty with Sec. 3b.224; refusal to conply
with an individual's request of access to a record under Sec. 3b.221;
willful or intentional failure to maintain a record accurately pursuant
to Sec. 3b.201(b) and consequently a determ nation is nade which is
adverse to the individual; or willful or intentional failure to conply
with any other provision of the Privacy Act of 1974, or any rule

promul gated thereunder, in such a way as to have an adverse effect upon
an i ndi vi dual

Sec. 3b. 204 Safeguarding information in manual and conputer-based
record systens.

(a) The administrative and physical controls to protect the

information in the nanual and conputer-based record systens from

unaut hori zed access or disclosure will be specified for each systemin
the Federal Register. The system managers, who are responsible for

provi ding protection and accountability of such records at all tinmes and
for insuring that the records are secured in proper containers whenever
they are not in use or under direct control of authorized persons, wll
be identified for each systemof records in the Federal Register

(b) Whenever records in the manual or conputer-based record systens,

i ncl udi ng i nput and out put docunments, punched cards, and nagnetic tapes
or disks, are not under the personal control of an authorized person
they will be stored in |ockable containers and/or in a secured room or
in alternative storage systens which furnish an equival ent or greater

degree of physical security. In this regard, the Conm ssion may refer to

http:/Amww.oro.doe.gov/Foia/1008.htm 06/24/2002



1008 Page 55 of 73

security guidelines prepared by the General Services Adm nistration, the
Depart nent of Commerce (National Bureau of Standards), or other agencies
with appropriate know edge and experti se.

(c) Access to and use of records will only be pernmitted to persons
pursuant to Sec. Sec. 3b.221, 3b.224, and 3b.225. Access to areas where
records are stored will be limted to those persons whose official
duties require work in such areas. Proper control of data, in any form
associated with the manual and conputer-based record systems will be

mai ntai ned at all times, including nmaintenance of an accounting of
removal of the records fromthe storage area

Subpart C--Rules for Disclosure of Records

Sec. 3b.220 Notification of maintenance of records to individuals

concer ned.

(a) Upon written request, either in person or by mail, to the
appropriate system manager specified for each system of records, an

i ndi vidual will be notified whether a system of records mai ntai ned by
the Commi ssion and named by the individual contains a record or records
pertaining to himand filed under his individual name, or some other

i dentifying particular

(b) The system manager may require appropriate identification pursuant
to Sec. 3b.222, and if necessary, may request fromthe individua
additional information needed to |ocate the record which the individua
shoul d reasonably be expected to know, such as, but not linted to, date
of birth, place of birth, and a parent's first nane.

(c) When practicable, the system nmanager will provide a witten

acknow edgenent of the inquiry within ten days of receipt of the inquiry
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(excl udi ng Saturdays, Sundays and | egal public holidays) and
notification of whether or not a system of records maintained by the
Commi ssi on and nanmed by the individual contains a record pertaining to
hi mand filed under his individual nanme or some other identifying
particular. |If the system manager is unable to provide an answer wthin
the ten-day period, he will so informthe individual in witing, stating
t he reasons therefor (for good cause shown), and when it is anticipated
that notification will be made. Such an extension will not exceed
fifteen days fromreceipt of the inquiry (excluding Saturdays, Sundays,
and | egal public holidays).

(d) " For good cause shown'', as used in all sections of this part,

i ncl udes circunmstances such as the follow ng: Were a search for and/or
coll ection of requested records frominactive storage, field offices, or
ot her establishments is required; where a vol um nous anmount of data is

i nvol ved; where information on other individuals nust be separated or
expunged fromthe record; or where consultations are required with other
agencies or with others having a substantial interest in the

determ nati on of the request.

Sec. 3b. 221 Access of records to individuals concerned.

(a) Upon witten request, either in person or by mail, to the
appropriate system manager specified for each system of records, any

i ndi vidual nmay gain access to records or information in a system of
records pertaining to himand filed under his individual name, or sone
other identifying particular, to review and to have a copy nmade of al

or any portion thereof in a formconmprehensible to him

(b) A person of his own choosing may acconpany the individual to whom
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the record pertains when the record is disclosed [see Sec. 3b.222(e)].
(c) Before disclosure, the follow ng procedure may apply:

Medi cal or psychol ogi cal records will be disclosed directly to the

i ndi vidual to whom they pertain unless, in the judgnent of the system
manager, in consultation with a nedical doctor or a psychol ogi st, access
to such records could have an adverse effect upon the individual. Wen
t he system manager and a doctor determ ne that the disclosure of such

i nformati on could have an adverse effect upon the individual to whomit
pertains, the system manager may transnmit such information to a medi cal
doctor named by the requesting individual

(d) The system nanager will provide a witten acknow edgenent of the
recei pt of a request for access within ten days of receipt (excluding
Sat urdays, Sundays, and |egal public holidays). Such acknow edgenent
may, if necessary, request any additional information needed to |ocate
the record which the individual may reasonably be expected to know, and
may require appropriate identification pursuant to Sec. 3b.222 of this
part. No acknow edgnent is required if access can be granted within the

ten-day period.

(1) If access can be granted, the system manager will notify the
individual, in witing, as to when, and whether access will be granted
in person or by mail, so that access will be provided within twenty days

of the receipt of the request (excluding Saturdays, Sundays, and |ega
public holidays). If the system nmanager is unable to provide access
within twenty days of receipt of the request, he will informthe
individual in witing as to the reasons therefor (for good cause shown),

and when it is anticipated that access will be granted. If the expected
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date of access indicated in the witten notification to the individua
cannot be nmet, the system nanager will advise the individual in witing
of the delay, the reasons therefor (for good cause shown), and of a
revi sed date when access will be granted. Such extensions will not
exceed thirty days fromreceipt of the request (excluding Saturdays,
Sundays, and | egal public holidays).

(2) If access cannot be granted, the system manager will informthe

i ndividual, in witing, within twenty days of receipt of the request
(excludi ng Saturdays, Sundays, and |egal public holidays) of the refusa
of his request; the reasons for the refusal; the right of the

i ndividual, within thirty days of receipt of the refusal, to request in
witing a review of the refusal by the Chairman of the Federal Power
Commi ssion, 825 North Capitol Street, NE, Washington, DC 20426, or by an
of ficer designated by the Chairman pursuant to Sec. 3b.224(f); and the
right of the individual to seek advice or assistance fromthe system
manager i n obtaining such a review.

(e) The Chairman, or officer designated pursuant to Sec. 3b.224(f),

not later than thirty days (excluding Saturdays, Sundays, and |ega
public holidays) fromthe date of receipt of the individual's request
for review will conplete such review, unless, for good cause shown, the
Chai rman, or designated officer, extends the thirty-day period in
writing to the individual with reasons for the delay and the approximte
date on which the review is expected to be conpleted. Such an extension
will not exceed thirty-five days fromrecei pt of the request for review
(excl udi ng Saturdays, Sundays and | egal public holidays). The Chairman,

or designated officer, will nake one of the follow ng deterninations:
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(1) Grant the individual access to the requested record and notify the
individual, in witing, as to when, and whether access will be granted
in person or by mail; or

(2) Informthe individual in witing of the refusal, the reasons
therefor, and the right of the individual to seek judicial review of the
refusal of his request for access.

(f)(1) The Conmission will deny an individual access to the follow ng
records pertaining to him

(i) I'nformation conmpiled in reasonable anticipation of a civil action
or proceeding;

(ii) Records listed in the Federal Register as exenpt fromcertain
provi sions of the Privacy Act of 1974, pursuant to Subpart D of this
Part; and

(iii) Records which may be required to be w thheld under other
statutory provisions.

(2) The Commission will not deny an individual access to a record
pertaining to himbecause that record is permtted to be withheld from
menbers of the public under the Freedom of Information Act, 5 U. S.C
552, as anended.

(g) Disclosure of an original record will take place in the presence
of the Comm ssion representative having physical custody of the record.
Sec. 3b.222 ldentification requirenents.

The appropriate system nmanager specified for each system of records
will require reasonable identification fromindividuals to assure that
records in a systemof records are disclosed to the proper person.

Identification requirements will be consistent with the nature of the
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records being disclosed.

(a) Disclosure of records to the individual to whomthe record
pertains, or under whose name or sonme other identifying particular the
record is filed, in person, requires that the individual show an

i dentification card. Enployee identification, a Medicare card, or a
driver's license are exanples of acceptable identification. Docunents

i ncorporating a picture and signature of the individual are preferred.
(b) For records disclosed by mail, the system manager will require
certain mnimumidentifying information: nane, date of birth, or the
systenl s personal identifier if known to the individual. A comparison of
the signatures of the requester and those in the record will be used to
determ ne identity.

(c) If the system manager determines that the data in the record is so
sensitive that unauthorized access could cause harm or enbarrassnent to
t he individual involved, a signed notarized statement asserting identity
or sone other reasonable nmeans to verify identity will be required.

(d) If an individual can provide no suitable informati on or docunents
for identification, the system manager will require a signed statenent
fromthe individual asserting his identity and stipulating that the

i ndi vi dual understands that knowingly or willfully seeking or obtaining
access to records about an individual under false pretenses is a

nm sdeneanor puni shable by a fine of up to $5,000.

(e) The system manager will require an individual who wi shes to be
acconpani ed by anot her person when reviewi ng his records to furnish a
signed witten statenment authorizing discussion of his records in the

presence of the acconpanying person
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(f) The appropriate identification requirenents of this section may be
required by a system manager from an individual to whom a record does
not pertain who seeks access to the record pursuant to Sec. 3b.225.

(g) No individual will be denied notification of maintenance of a
record pursuant to Sec. 3b.220 or access to a record pursuant to

Sec. Sec. 3b.221 and 3b.224 for refusing to disclose a social security
nunber.

(h) No verification of identity will be required of individuals
seeking notification of or access to records which are otherw se

avail able to a menmber of the public under the Freedom of Information
Act, 5 U S.C. 552, as amended.

Sec. 3b. 223 Fees.

(a) Fees will be charged for the direct cost of duplication of records
in a systemof records when copies are requested by the individua
seeki ng access to the records. Any person may obtain a copy of the
Commi ssion's schedul e of fees by tel ephone, by mail or by coming in

person to the office of the appropriate system manager who is

responsi ble for the protection and accountability of the desired record.

Requests for copies of requested records and paynent therefor nust be

made to the system nanager. Fees will only be charged for costs of $2 or

nore.
(b) Where practicable, self-service duplication of requested docunents

may al so be made on duplicating machines by the person requesting the

records, on a reinbursable basis to the system manager, in the presence

of the Comm ssion representative having physical custody of the record.

Where data has been extracted from one of the Conmi ssion's systenms of
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records on magnetic tape or disks, or conputer files, copies of the
records of these files may be secured on a reinbursabl e basis upon
written request to the appropriate system nanager. The fee will vary for
each requirenment, depending on size and conplexity.

(c) No fee will be charged in the follow ng instances:

(1) When the system manager determnes that he can grant access to
records only by providing a copy of the record through the mail because
he cannot provi de reasonabl e means for the individual to have access in
per son;

(2) For search and review of requested records to deternmine if they

fall within the disclosure requirenents of this part; and

(3) When the system manager nmkes a copy of the record as a necessary
part of the process of making it available for review

(d) Except for requests made by Governnent agencies, certification of
copi es of any official Conm ssion record shall be acconpanied by a fee
of $2 per docunent.

Sec. 3b. 224 Requests to anmend records and di sputes thereon.

(a) Upon written request, either in person or by mail, to the
appropriate system nmanager specified for each system of records, any

i ndi vidual may anend records in a system of records pertaining to him
and filed under his individual nane or sone other identifying
particul ar. Such requests should contain identifying information needed
to |locate the record, a brief description of the itemor itens of
informati on to be anended, and information in support of the request for
amendnent. The individual nay obtain assistance in preparing his request

to anend a record fromthe appropriate system manager
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(b) The system nanager will provide a witten acknow edgenent of the
recei pt of a request to amend within ten days of receipt (excluding

Sat urdays, Sundays, and |egal public holidays). Such an acknow edgenent
may, if necessary, request any additional information needed to make a
det ermi nati on which the individual may reasonably be expected to know,
and verification of identity consistent with Sec. 3b.222. The

acknow edgement will clearly describe the request and advise the

i ndi vi dual requesting the amendnment when he nay expect to be notified of
action taken on the request. No acknow edgenent is required if the
request can be revi ewed, processed, and the individual notified of
conpliance or denial within the ten-day period.

(c) The system manager will conplete the review and advi se the
individual in witing of the results within twenty days of the receipt
of the request (excluding Saturdays, Sundays, and |legal public
holidays). If the system manager is unable to complete the review within
twenty days of the receipt of the request, he will informthe individua
in witing as to the reasons therefor (for good cause shown) and when it
is anticipated that the review will be conpleted. If the conpletion date
for the review indicated in the acknow edgenment cannot be net, the
system manager will advise the individual in witing of the delay, the
reasons therefor (for good cause shown), and of a revised date when the
review may be expected to be conpleted. Such extensions will not exceed
thirty days fromrecei pt of the request (excluding Saturdays, Sundays,
and legal public holidays). The system manager will take one of the
foll owi ng actions:

(1) Make the requested correction or amendment; so advise the
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i ndividual in witing; and, where an accounting of the disclosure of the
record was made pursuant to Sec. 3b.226, advise all previous recipients
of the record in witing of the fact that the anmendnent was made and the
subst ance of the amendnment [see Sec. 3b.225(d)]; or

(2) Informthe individual in witing of the refusal to amend the

record in accordance with the request; the reasons for the refusa

i ncludi ng any of the standards which were enpl oyed pursuant to paragraph
(d) of this section in conducting the review, the right of the

i ndividual, within thirty days of receipt of the refusal, to request in
witing a review of the refusal by the Chairman of the Federal Power
Commi ssion, 825 North Capitol Street, NE, Washi ngton, DC 20426, or by an
of ficer designated by the Chai rman pursuant to paragraph (f) of this
section; and the right of the individual to seek advice or assistance
fromthe system nanager in obtaining such a review

(d) I'n reviewing a record in response to a request to anend, the

system manager and the Chairnman, or the officer he designates pursuant
to paragraph (f) of this section, shall assess the accuracy, relevance,
timeliness and conpl eteness of the record. They shall consider the
record in terms of the criteria established in Sec. 3b.201

(e) The Chairman, or officer designated pursuant to paragraph (f) of
this section, not later than thirty days (excluding Saturdays, Sundays,
and | egal public holidays) fromthe date of receipt of the individual's
request for review, will complete such review, unless, for good cause
shown, the Chairman, or designated officer, extends the thirty-day
period in a witing to the individual with reasons for the delay and the

approxi mate date on which the review is expected to be conpleted. Such
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an extension will not exceed thirty-five days fromreceipt of the
request for review (excluding Saturdays, Sundays, and |legal public
hol i days). The Chairman, or designated officer, will nmake one of the
followi ng determ nations:

(1) Make the correction in accordance with the individual's request

and proceed as in paragraph (c)(1) of this section; or

(2) Informthe individual in witing of:

(i) The refusal to amend the record in accordance with the request,

(ii) The reasons therefor, including any of the standards which were
enpl oyed pursuant to paragraph (d) of this section in conducting the
review,

(iii) The right of the individual to file with the Chairman, or
designated officer, a concise witten statenent setting forth the
reasons for his disagreement with the decision

(iv) The fact that the statenent of disagreenent will be made

avail abl e to anyone to whomthe record is subsequently discl osed,
together with the portion of the record which is disputed clearly noted,
and, with, at the discretion of the Chairman, or designated officer, a
bri ef statenent by the Chairman, or designated officer, sumarizing the
reasons for refusing to anend the record;

(v) Where an accounting of the disclosure of the record was nade
pursuant to Sec. 3b.226, the fact that prior recipients of the disputed
record will be provided a copy of the individual's statement of

di sagreenment, with the portion of the record which is disputed clearly
noted, and, at the Chairman's or designated officer's discretion, the

statenment summarizing the refusal to amend [see Sec. 3b.225(d)]; and
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(vi) The individual's right to seek judicial review of the refusal to
amend.

(f) The Chairman nay designate, in witing, another officer of the

Commi ssion to act in his capacity for the purposes of this part. The
officer will be organizationally independent of or senior to the system
manager who nmade the initial determination and will conduct a review

i ndependent of the initial determ nation

Sec. 3b.225 Witten consent for disclosure.

(a) The Commission will not disclose any record which is contained in

a system of records by any means of communication to any person, or to
any ot her agency, unless it has the witten request by, or the prior
written consent of, the individual to whomthe record pertains and under
whose i ndividual nane, or some other identifying particular, the record
is filed. The witten request or consent should include, at a m nimm

t he general purposes for or the types of recipients to whom disclosure
may be made. The fact that an individual is informed of the purposes for
which information will be used when information is collected pursuant to
Sec. 3b.202(b)(2) will not constitute consent.

(b) Awitten request or consent is not required if the disclosure is:
(1) To those officers and enpl oyees of the Commi ssion who have a need
for the record in the performance of their duties;

(2) Required under the provisions of the Freedom of Information Act, 5
U S.C. 552, as amended;

(3) For a routine use as defined in Sec. 3b.2(g) of this part and as
described in the public notice for each system of records;

(4) To the Bureau of the Census for purposes of planning or carrying
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out a census or survey or related activity pursuant to the provisions of
title 13 of the United States Code;

(5) To a recipient who has provided the appropriate system nanager
specified for each system of records with advance adequate written
assurance that the record will be used solely as a statistical research
or reporting record, and the record is to be transferred in a formthat
is not individually identifiable. The witten statement of assurance
shoul d include at a m ni mum

(i) A statenent of the purpose for requesting the record; and

(ii) Certification that the record will only be used for statistica

pur poses.

In addition to stripping personally identifying information fromrecords
rel eased for statistical purposes, the system manager will ensure that
the identity of the individual cannot reasonably be deduced or

determ ned by conbining various statistical records, or by reference to
public records or other avail able sources of information;

(6) To the National Archives of the United States, pursuant to 44

U S.C. 2103, as a record which has sufficient historical or other value
to warrant its continued preservation by the United States Government,
or for the evaluation by the Admi nistrator of General Services or his
designee to determ ne whether the record has such val ue;

(7) To another agency or to an instrunentality of any governnental
jurisdiction within or under the control of the United States for a
civil or crimnal |aw enforcenment activity if the activity is authorized
by law, and if the head of the agency or instrumentality, or his

del egated official, has nade a witten request to the appropriate system
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manager specifying the particular portion of the record desired and the
| aw enforcenent activity for which the record is being sought;

(8) To a person pursuant to a showi ng of conpelling circunstances
affecting the health or safety of an individual (not necessarily the

i ndi vidual to whomthe record pertains), if, upon disclosure,
notification of such is sent to the |ast known address of the individua
to whom the record pertains;

(9) To either House of Congress, or to any comrittee or subconmttee
thereof, on a matter within its jurisdiction

(10) To the Conptroller CGeneral, or any of his authorized
representatives, in the course of the performance of the duties of the
Ceneral Accounting Ofice; or

(11) Pursuant to the order of a court of conpetent jurisdiction

(c) When a record is disclosed under compul sory | egal process and such
process beconmes a matter of public record, the system manager will make
reasonabl e efforts to notify the individual to whomthe record pertains.
A notice will be sent to the individual's |ast known address noted in
the Conmission's files.

(d) The appropriate system manager shall notify all prior recipients

of records, disclosure to whom an accounti ng was made pursuant to

Sec. 3b. 226, of any amendnents made to the records, including
corrections, anmendnents and notations of dispute nade pursuant to

Sec. Sec. 3b.224(c)(1l) and 3b.224(e)(1) and (2)(v), within ten days of
recei pt of the corrected information or notation of dispute (excluding
Sat urdays, Sundays, and |egal public holidays), except under unusua

circunmst ances (see circunstances described in Sec. 3b.220(d)).
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(e) The content of the records disclosed under this section shall be
mai nt ai ned pursuant to the standards established in Sec. 3b.201(c).
Sec. 3b. 226 Accounting of disclosures.

(a) The appropriate system manager specified for each system of
records will keep an accurate witten account of all disclosures of
records made to any person or to any other agency with the witten
consent or at the witten request of the individual to whomthe record
pertains and pursuant to Sec. 3b.225(b)(3)-(11). The account wil

i nclude the follow ng information:

(1) The date, nature, and purpose of each disclosure;

(2) The nanme and address of the person or agency to whomthe

di scl osure is made; and

(3) Areference to the justification or basis upon which the rel ease
was nmade, including reference to any witten docunment required as when
records are released for statistical or |aw enforcenment purposes
pursuant to Sec. 3b.225(b) (5) and (7).

(b) Each system manager will retain the accounting nmade under
paragraph (a) of this section for at |east five years fromthe date of
di scl osure for which the accounting is nade, or the life of the record,
whi ch ever is |onger

(c) Except for disclosures made for | aw enforcenment purposes pursuant
to Sec. 3b.225(b)(7), and unless the system of records has been exenpted
fromthis provision pursuant to Subpart D of this part, each system
manager will nake the accounting made under paragraph (a) of this
section available to the individual named in the record at his witten

request.
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(d) The accounting of disclosures is not a system of records under the
definition in Sec. 3b.2(e) and no accounting will be maintained for

di scl osure of the accounting of disclosures.

Sec. 3b.227 Mailing |ists.

An individual's nane and address nmintained by the Commi ssion will not
be sold or rented for comrercial or other solicitation purposes not
related to the purposes for which the information was collected, unless
such sale or rental is specifically authorized by law. This provision
shall not be construed to require the w thholding of nanes or addresses
otherwi se pernmitted to be nade public, as pursuant to the Freedom of
Information Act, 5 U S.C. 552, as anended.

Subpart D--Rules for Exenptions

Sec. 3b. 250 Specific exenptions.

Any system of records maintai ned by the Comr ssion may be exenpt from
certain provisions of the Privacy Act of 1974, and the appropriate
sections of this part promnul gated pursuant thereto, if the follow ng
requi rements are met:

(a) The system of records falls within one or nore of the follow ng
categori es:

(1) Records subject to the provisions of 5 U S. C. 552(b)(1) as
classified materi al

(2) Investigatory material conmpiled for |aw enforcement purposes
[except to the extent that the systemis nore broadly exenpt under 5
U.S.C. 552a(j)(2) covering records maintained by an agency whose

princi pal function pertains to the enforcement of crimnal |aws]

provi ded, however, that is such record is used as a basis for denying an
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i ndi vidual any right, privilege, or benefit to which the individua
woul d be entitled in the absence of that record, the individual nust be
granted access to that record except to the extent that access would
reveal the identity of a confidential source who furnished the
information to the Government under an express promise that his identity
woul d be held in confidence, or, prior to Septenber 27, 1975, under an
i mplied pronmise that his identity would be held in confidence;

(3) Records maintained to provide protective services to the President
of the United States or other individuals pursuant to 18 U. S.C. 3056;
(4) Records required by statute to be nmintained and used solely as
statistical records;

(5) Investigatory material conpiled solely for determ ning

suitability, eligibility, or qualifications for Federal civilian
enployment, mlitary service, Federal contracts, or access to classified
i nformati on, but only to the extent that disclosure of such materi al
woul d reveal the identity of a source who furnished information to the
Gover nment under an express promise that his identity would be held in
confidence, or, prior to Septenmber 27, 1975, under an inplied prom se
that his identity would be held in confidence;

(6) Testing or examination material used solely to determ ne

i ndi vidual qualifications for appointment or promotion in the Federa
service the disclosure of which would conpromnise the objectivity or
fairness of the testing or exam nation process; or

(7) Material used to evaluate potential for promotion in the arned
services, but only to the extent that the disclosure of such materi al

woul d reveal the identity of a source who furnished the information to
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the Governnment under an express pronmise that his identity would be held
in confidence, or, prior to September 27, 1975, under an inplied prom se
that his identity would be held in confidence;

(b) Publication in the Federal Register is nade in accordance with the
requi rements (including general public notice) of the Administrative
Procedure Act, 5 U S.C. 553, to include, at a mininmm

(1) The nane of the system of records;

(2) The specific provision or provisions of the Privacy Act of 1974,
and the appropriate sections of this part pronul gated pursuant thereto,
fromwhich the systemis to be exempted; and

(3) The reasons for the exenption; and

(c) The systemof records is exenpted fromone or nore of the

foll owi ng provisions of the Privacy Act and the appropriate sections of
this part pronul gated pursuant thereto:

(1) 5 U.S.C. 552a(c)(3); 18 CFR 3b.226(c)--Mking the accounting of

di scl osures available to the individual naned in the record at his
request;

(2) 5 U S C 552a(d); 18 CFR 3b. 221, 3b.224--Ganting an individua

the right of access to his records and permtting himto request
amendment of such

(3) 5 U S.C. 552a(e)(1l); 18 CFR 3b.201(a)--Requiring nmaintenance of

rel evant and necessary information in a system of records as required by
statute or executive order of the President;

(4) 5 U S.C. 552a(e)(4)(QG; 18 CFR 3b.3(a)(8)--Requiring a description
of procedures for determning if a systemcontains a record on an

i ndividual in the public notice of the system of records;
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(5) 5 U S.C. 552a(e)(4)(H); 18 CFR 3b.3(a)(9)--Requiring a description
of procedures for gaining access to and contesting the contents of a
record in the public notice of the system of records;

(6) 5 U S.C 552a(e)(4)(1); 18 CFR 3b.3(a)(10)--Requiring a
description of the categories of the sources of records in the public
notice of the system of records; and

(7) 5 U S.C. 552a(f); 18 CFR 3b.220-3b. 224--Requiring agency rules for
determining if an individual is the subject of a record, for handling
requests for access, for granting requests for access, for anmendi ng
records, and for fees.
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